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1. Introduction
1.1. Scope and Objective of Deliverable
The purpose of this part of the deliverable D5.1, D5.1-2, is to present the pilot blueprint descriptions and
the related requirements that have been suggested for the use cases of the eHealth domain.
The consensus within the Domains and among MS participants in these Domains indicates the following use
case scope for piloting within the eHealth domain:

EC

a. ePrescription/Patient Summary
b. eConfirmation

by

c. eInvoicing during reimbursement: cross-domain UC with eProcurement

pr
ov

ed

The requirements from the above use cases of the eHealth domain are used as input to D5-0.1: e-SENS
Requirements Framework which presents a synthesis and consolidation of all the requirements from the
four domains of the project (eProcurement, eHealth, e-Justice and Business Lifecycle).

Ap

1.2. Structure of the document
The document is structured as follows:
o
o

Chapter 1 introduces the deliverable by giving the objective and scope of the deliverable.
Chapter 2 describes the pilot blueprints and the related requirements for the eHealth domain use
cases. The pilot blueprint - requirement capture for each domain use case is presented in a separate
subchapter.
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2. Domain Use Cases and related Requirements
The following table is an overview of the domain use case codes and names for the use cases of eHealth
domain.

Domain Use Case Code

Domain Use Case Name

5.2.1

ePrescription/Patient Summary

5.2.2

eConfirmation

5.2.3

eInvoicing during reimbursement: cross-domain UC
with eProcurement

EC

Table 1: Use case codes and names for the eHealth domain

by

For each domain use case mentioned in the above table, a pilot blueprint and the related requirements are
described in the following subchapters.
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HBBs have been copied from column “Area” to column “Proposed BB”, (this processing has been done
for all the requirements that have no proposed BB and an HBB is described in column “Area” instead of
column “Proposed BB”.
Further mapping of requirements to HBBs was carried out for many “orphan” requirements, (the ones
that did not mention a BB explicitly), taking into account the requirement description as well as the
column “Area”.
Two requirements (R5.2-UC3-2, R5.2-UC3-4) from UC 5.2.3 (eInvoicing during reimbursement: crossdomain UC with eProcurement) are common with R5.2-UC2-5 and R5.2-UC2-8 respectively from UC
5.2.2 (eConfirmation). R5.2-UC3-2 and R5.2-UC3-4 are listed together with R5.2-UC2-5 and R5.2-UC2-8
in the consolidated list of requirements (in section 3 of D5.1-0).

Ap



ed

In order to consolidate and group the requirements (see section 3 of D5.1-0), all pilot blueprint descriptions
from contributors have been processed as regards the description of the requirements. More specifically:
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2.1. Pilot Blueprint - Requirement Capture for Use Case 5.2.1
(ePrescription/Patient Summary)
2.1.1. Pilot Blueprint Description
eHealth Supporting Directive 2011/24/EU on patients’ rights to cross
border care 1 Cross border Patient Summaries and ePrescriptions within
the Directive
The description of the scenario here is one of the three proposed in domain
5.2 eHealth that together support the implementation of the Directive.
Please refer to e-SENS deliverable D4.2 “Legal process modelling of the
proposed pilots” for a detailed analysis of how this Directive applies to the
use case. It concerns running of the epSOS cross border services over
appropriate e-SENS solutions for eHealth with the aim to profit primarily
from horizontal basic services such as identification services for patients and
privacy support services either partly or not developed under epSOS. It will
be supplemented with the other two use cases/scenarios in the area of
eConfirmation and eInvoicing during reimbursement. The current status of
discussions reflects an opportunity for
(i) unique identification of the patient when he/she addresses a health care
provider abroad to be used for all purposes related to this encounter
(ii) further steps of health specific identification, security and privacy
safeguards for access to health data by authorized health professionals in
the course of providing health care. This use case can be supplemented by
eInvoicing during reimbursement in the case of planned care, which is out of
scope of EESSI, and by Confirmation of entitlement in cases of unplanned
care. The latter are developed in separate pilot blue prints.

Ap
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Name of Pilot Scenario
Blueprint

Directive 2011/24/EU regulates patients’ rights to cross border care and
makes provisions for (i) continuity of care through shared patient summaries
Problem
statement
and ePrescription/Dispensation and (ii) creates clarity about obligations to
(Identified barriers and
reimbursement of these services. The e-SENS UC 5.2.1 pilot aims at
issues to address)
improving efficiency of the process for health care providers, health
professionals and patients.

Involved Actors

1

The main parties/ members involved are patients/citizens in general as well
as in their “insured person” role, requiring access to health services abroad;
Healthcare providers and health professionals. Additional actors included in
the current use cases are the epSOS NCP and providers of trusted sources
including national registries of citizens, patients and health professionals.

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF
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2.1.2. Pilot Scenario Goals and Scope
eHealth
Goal ID

ePrescription / Patient Summary

Goal Name

Goal ID

Goal Description
The Directive is very broad; the use case
will be limited to improving efficiency,
safety and confidence in cross border
care through exploiting common
eHealth
and
eConfirmation
eIdentification. Please refer to e-SENS
deliverable D4.2 “Legal process
modelling of the proposed pilots” for a
detailed analysis of how this Directive is
impacting the use case.

G5.2-UC1-2

In epSOS the health professional
identified the patient by means of any
of the PDs accepted by the MS of
affiliation with the objective to access
his/her personal health information in
the form of patient summaries and
identification
ePrescriptions as part of the doctor and
patient encounter. The information
authentication
Patient identified once for retrieved from ID documents where
of patients for several operations related to used for the purposes of NCP in country
cross
border the health care encounter.
A to retrieve and make available the
health
care
requested information. The workflow
purposes
did not include any form of
authentication e.g. by means of a
picture, or electronic means therefore
epSOS did not attempt to answer the
question" is this person he/she who
claims to be?" which is then the new
scope to be addressed in e-SENS.

G5.2-UC1-3

HP
identification,
authentication
and
authorization

Ap
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G5.2-UC1-1

Overarching Goal: eHealth
supporting the
Overarching eimplementation of Directive
SENS eHealth
2011/24/EU2 on the
Goal
application of Patients’ Rights
to cross border healthcare.

Authorization requirements are limited
to the 5 health professions regulated by
Improve security and reduce
Directive
2005/36/EC3.
Health
risk for patients, HIOs and
professionals are identified and
health authorities.
authenticated within their national
infrastructure hence not a cross border

2

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2011:088:0045:0065:en:PDF

3

http://ec.europa.eu/internal_market/qualifications/policy_developments/legislation/index_en.htm
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eHealth
Goal ID

ePrescription / Patient Summary

Goal Name

Goal ID

Goal Description

by

EC

issue if national identification systems
have been notified. In terms of
authorization: epSOS did not attempt
any role based authorization which may
prove however a necessity in Directive
2011/24 in order to address e.g. cases
of a professional providing a certain
form of care in country B to be
reimbursed in country A. The question
to be answered in this e-SENS new
scope is "Is this professional allowed to
perform this task in country B?".
Authorization to access personal data is
also linked to patient consent.

Ap

G5.2-UC1-4
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epSOS scope of the PS, ePrescription
and eDispensation services will not be
changed within e-SENS but e-SENS
Secure, support and further should be able to accommodate
epSOS
cross advance MS and industry extensions of services and assets
border services investments in cross border PS created elsewhere (in close coservices.
operation with the EXPAND project4,
which is expected to maintain and
prepare epSOS and other eHealth
assets for hand over to the CEF.

G5.2-UC1-5

4

Privacy services

Privacy protection services to citizens
such as patient accessing audit trail
Improve privacy of cross
information and consent management.
border eHealth services.
epSOS identified the need but did not
implement such services.

http://www.expandproject.eu/
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2.1.3. Key Examples
eHealth

ePrescription/Patient Summary

Example ID

Example Description
Mr X from Spain (country A) is visiting a pharmacy in Luxembourg (country B) in
order to get medication prescribed in Spain for his sick wife. He presents the
pharmacist his wife's portable document by which she is identified into the Spanish
eHealth ePrescription system. He expects that his wife's rights to reimbursable
health care when abroad according to Directive 2011/24 are respected.

EC

The pharmacist identifies and authenticates Mr X as the person requesting
dispensation. He then uses the health card of Mrs. X to request access to her active
ePrescription list. [An alternative path is that it is Mrs X identification card that is
provided; the eID number is linked to the patient identifier, therefore the health
number is now shown on the screen.

Ap

KE5.2-UC1-1
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The pharmacist request for the health card and compares]. The pharmacist requests
available prescription for Mrs X through his Luxemburgish NCP. The Luxemburgish
NCP forwards the request of this information to the Spanish NCP together with the
assertion of the pharmacist as a health professional authorized to dispense
medicines in Luxembourg. This means that the pharmacist has been authenticated
and authorized already by the Luxemburgish national eHealth infrastructure as the
person he claims to be and authorized to perform the requested task - i.e. to access
and dispense patients' prescriptions. The pharmacist then informs Mr X that he is
about to access personal information of Mrs X and requests confirmation of consent
to be provided on her behalf, he then checks the consent confirmation box.
The information is transmitted to the Spanish NCP which on the basis of this
retrieves and makes available the list of available prescriptions to the Luxemburgish
NCP / together with a pdf of the original signed ePrescription signed also by the NCP.
The pharmacist selects the prescription to be dispensed and he then receives the
particular ePrescription, electronically signed by NCP X for authenticity together with
a copy of the original in PDF form. The prescription contains at least the minimum
data set specified by implementing Directive 2012/52/EU5 laying down measures to
facilitate the recognition of medical prescriptions issued in another Member State.
As the particular medicinal product is not available in Luxembourg he consults tools
available to him for substitutions and offers Mr X an equivalent medicine.
The pharmacist completes the eDispensation form and submits it to his national
ePrescription system. A copy in the standard cross border format of this
eDispensation report is returned to NCP-A (NCP of country A) and through it to the
Spanish ePrescription system. The list of active ePrescription is updated and the
dispensed prescription is now removed from the list of active prescriptions.
Mr X pays and collects the receipt for subsequent claim from his health insurance
organization when he is back home. Ideally however, Mr X should pay only the
excess amount if appropriate to what is reimbursable in Luxembourg. The

5

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:356:0068:0070:EN:PDF
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ePrescription/Patient Summary

Example ID

Example Description
pharmacist would submit the dispensation to his national authorities for
reimbursement.

Ap
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EC

eHealth
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eHealth

Requirement description

Area

The eID services shall incorporate common identification and authentication measures Trust and
security (CC6.3)
adopted by the eHealth Network.
Infrastructure
No personal data returned by country B shall be stored at the NCP (epSOS.2.1.2.7 e1-REQ- and interconnection
2217).
(CC6.1)

pr

R5.2-UC1-2

ov

ed

R5.2-UC1-1

ePrescription/ Patient Summary

by

Requirement
ID

EC

2.1.4. Requirements

R5.2-UC1-4

R5.2-UC1-5

Ap

R5.2-UC1-3

One NCP per country or region. The relationship to the NCP in the framework of Directive
2011/24/EU should be investigated. The NCP shall act as a gateway between the "EU side"
(which exists in between 2 NCPs) and the "national side" (which exists only within PN). A
trusted domain is set up between NCPs and its management is in scope of e-SENS (epSOS e1REQ-2203 and e1-REQ-4588).

eID

epSOS NCP
epSOS NCP

Infrastructure
and interconnection
(CC6.1)

Infrastructure
All transactions shall be logged and an audit trail created and stored. A patient should also and interhave the right to see the log and know who used or saw his medical data (epSOS e1-REQ-2211 connection
and e1-REQ-2212).
(CC6.1)
Infrastructure
Information is exchanged but not shared. Any HP-B MAY NOT modify an original document and interreceived from Country-A (epSOS e1-REQ-4585).
connection

D5-2.1 eHealth Requirements for e-SENS Building Blocks

Proposed BB

epSOS NCP

epSOS NCP
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Reference
to goal

eHealth
Requirement
ID

ePrescription/ Patient Summary
Requirement description

Area

Proposed BB

EC

(CC6.1)

by

epSOS NCP
Infrastructure
and interconnection
(CC6.1)

pr

Infrastructure
Communications MUST be processed between gateways in a synchronous fashion epSOS and interconnection
2.1.2.21 e1-REQ-4590).
(CC6.1)
Infrastructure
and interIn country B, a cross border session SHALL consist of HP assertion, patient identifier accepted connection
(CC6.1)
by country A, treatment relationship assertion (epSOS e1-REQ-4616).
Trust and
security (CC6.3)

epSOS NCP

Ap

R5.2-UC1-7

ov

ed

R5.2-UC1-6

An NCP acts as a legal entity which creates a secure link between national trust domains. It is
the only component that has an identity in both domains. NCP of country A (NCP-A) shall act as
a data provider through its Inbound Gateway, providing the medical documents located in
country A. NCP of country B (NCP-B) shall act as a data consumer through its Outbound
Gateway, used by HP in country B to access medical documents provided by NCP-A (epSOS
2.1.2.19 e1-REQ-4587).

R5.2-UC1-8

D5-2.1 eHealth Requirements for e-SENS Building Blocks
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Reference
to goal

eHealth
Requirement
ID

ePrescription/ Patient Summary
Requirement description

Area

R5.2-UC1-10

The following resources MUST exist in the same state for every NCP for the cross-country
system to operate: A Routing Table in order to locate NCPs within the EU domain; A list of the
Trusted Certificates; A Taxonomy for the eHealth pivot format and the Master Value Set
Catalogue and Master Translation Catalogue. Those services MAY be duplicated on the national
side but SHOULD be maintained centrally, with information about the requirements of each
country and acceptable forms of patient identification and consent; Support material for
development and testing (epSOS e1-REQ-4606).

Reference
to goal

Infrastructure
and interconnection
(CC6.1)
Information
exchange and
semantics
(CC6.2)

Ap

pr

ov

ed

by

EC

R5.2-UC1-9

Transformation of the original medical documents to the epSOS pivot format should be
initiated and signed under the responsibility of NCP-A. Privacy law of some PNs may require
that data transformation is performed not in the NCP, but in the system where the information
is kept or in the system where the information is exploited. The original document (PDF
document compliant to PDF/A-1b) MUST be sent to NCP-B with the transformed document
(CDA format) for safety and security reasons. (epSOS e1-REQ-4601).

Proposed BB

R5.2- UC1-11

R5.2- UC1-12

All data contained in medical documentation, in EHR’s and in EHR systems are “sensitive
personal data” and therefore subject to Article 8 of the Directive. The processing of healthcare Legal
data must have a clear legal basis.
In the absence of other legitimate grounds, this can be the data subject’s two-step explicit
Legal
consent (first for participation in general and then in the case of the concrete
treatment/dispensation).

D5-2.1 eHealth Requirements for e-SENS Building Blocks
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eHealth
Requirement
ID

Requirement description

Area

Proposed BB

Processing of personal and sensitive data can be justified without second consent in country B
Legal
if it is necessary to protect the vital interests of a data subject or of another person if in the
emergency case the data subject is physically or legally incapable of giving his consent.

Reference
to goal
G5.2-UC1-4

EC

R5.2 -UC1-13

ePrescription/ Patient Summary

G5.2-UC1-5

ov

ed

by

i. In this event the patient should be informed about the override of consent upon leaving
the PoC including details of access.
OR
ii. Patient should be provided access to audit trails.

The processing of personal data must be strictly limited to the minimum which is necessary for Legal
the fulfilment of the purposes of the pilots which must be specified, explicit and legitimate.

R5.2- UC1-15

A high level of IT-security is necessary for e-SENS eHealth services. Especially the following
measures and arrangements, that are necessary in order to take full account of security
principles which follow from the Directive and the specific risks related to the processing of
personal data in e-SENS:

Ap

pr

R5.2- UC1-14

a) All staff implementing the project should be provided with clear-cut, written
instructions on how to appropriately use the system in order to prevent security risks
and breaches.
b) Suitable arrangements should be made in using the Patient Summary and prescription
storage and archiving systems to protect the data against unauthorized access, theft
and/or partial/total loss of storage media.
c) For data exchanges, secure communication protocols and end-to-end-security must be
adopted.
D5-2.1 eHealth Requirements for e-SENS Building Blocks
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Legal (epSOS in
response
to
WP29
recommendatio
ns)

G5.2-UC1-4
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eHealth

ePrescription/ Patient Summary

Requirement
ID

Requirement description

Area

Proposed BB

Reference
to goal

For the purposes for running the pilots with real patients MS the epSOS framework agreement Legal
and its annexes must be adopted by the GA in e-SENS, following consultation in the
appropriate bodies of e-SENS and:

G5.2-UC1-4

Ap

R5.2- UC1-16

pr
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d) Special attention must be paid to adopting a reliable and effective electronic
identification system that provides the appropriate level of assurance (of both
participating staff and patients) in compliance with eHN decisions.
e) The system must be capable to correctly record and track in an auditable way the
individual operations that make-up the overall data processing.
f) Unauthorized data access and/or changes should be prevented when the back-up data
is transferred and/or stored.
g) With regards to the ePrescription services, additional measures should be deployed in
order to ensure that when epSOS pharmacists retain records of dispensed
prescriptions these records are used exclusively for the legal purposes documenting
the dispensation.
h) In emergency situations, any access should be logged and subject to audit.

G5.2-UC1-5

Be monitored through processes equivalent to those in epSOS.
OR
It is essential requirements be included in bilateral or multi-lateral agreements between
partnering MS in the eHealth pilots and their appropriate inclusion be verified by e-SENS in
order to maintain convergence.
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2.2. Pilot Blueprint - Requirement Capture for Use Case 5.2.2
(eConfirmation)
2.2.1. Pilot Blueprint Description
Name of Pilot Scenario
Blueprint

A patient applying for health care in a fellow EU MS has firstly to identify himself.
The health care provider HCP will authenticate the patient and will then proceed
on one hand with the provision of care services using epSOS eHealth services and
workflows as they will evolve within e-SENS, and at the same time with the
verification that this care will be paid using ENED e-Confirmation services and
following the relevant workflows, in their e-SENS form.

EC

Short high level
description of the
eHealth service in
general (eHealth Team)

eConfirmation

Ap
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ed
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In case the patient appears currently to be insured, the patient's HIO provides in
real time an eConfirmation, stating that the patient can be treated according to
the Regulation 2004/883/EC6, for account of the HIO of the MS of affiliation. In
that case the patient receives health care by the health professionals at the
premises of the HCP without further concerns about “cash” payments. Moreover
the HCP is sure, that he will be paid by the relevant Competent Institution.
The currently running e-services in epSOS and the ENED Network are expected to
evolve within e-SENS with improved functionalities (e.g. eSignatures of
ePrescriptions) and convergence with other eGovernment services, profiting
from generic BBs.
Short high level
description of the
eConfirmation service
as part of the eHealth
service (ENED Team)

The eConfirmation service enables a European citizen to identify for health care
in a fellow MS with his nationally used Portable Document (PD) and supports the
HCP
to
verify
patient's
current
insurance
in
real
time.
In case the patient appears currently to be insured, patient's HIO provides in real
time an e-Confirmation, stating that the patient can be treated according to the
Regulation, for account of the HIO in MS A. In that case the patient receives
health care by the HCP in MS B without further concerns about out of pocket
payments (apart from co-payments that are usual in that MS B). Moreover the
HCP is sure, that he'll be paid by the relevant Competent Institution, provided
that his treatment complies with the EU Regulation.

Problem statement in
general (Identified
barriers and issues to
address) (eHealth
Team)

Firstly, the e-SENS use case should facilitate the HCPs to identify whether the
cross border care sought by a patient from another MS falls under the obligation
to reimburse costs of cross- border healthcare, i.e. healthcare to which the
insured person is entitled according to the European Regulation or the legislation
of the Member State of affiliation. Secondly, irrespective of entitlement for
reimbursement, the e-SENS use case should support the delivery of safe and high

6

Regulation (EC) No 883/2004 of the European Parliament and of the Council of 29 April 2004 on the coordination of
social security systems http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2004:166:0001:0123:en:PDF
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Name of Pilot Scenario
Blueprint

eConfirmation
quality health care to EU citizens, by enabling a HCP in MS B to access in real time
patient’s medical files (patient summary) stored in MS A.
The eConfirmation will be provided as a complementary service, on top of EHIC.
Currently the EHIC provides entitlement to health care in an EU/EEA fellow MS as
such. Therefore there is no need to verify the validity of this card in real time. In
order to get the eConfirmation service adopted and accepted amongst the
EU/EEA, portable documents, as applied by the patient domestically should be
accepted for ID purposes abroad. Moreover the eConfirmation, as positive result
of an insurance verification in real time, should get a legal status equal to the
EHIC.

Problem statement 2
specific for
eConfirmation (ENED
Team)

Apart from the “legal” status of an eConfirmation, efficiency will be the critical
success factor for HCPs to adopt the eConfirmation service. For achieving a
maximum efficiency (i) e-Cards used by patients for ID purposes should be
readable digitally (SCR) and (ii) the eConfirmation service should be integrated in
HCP's information system. For both conditions the role of the industry is crucial.
Industry will be willing to invest in case the legal issue, raised in Problem
Statement 1 will be resolved.

Involved Actors

Actors are: EU/EEA citizens; Health Care Providers, Health Insurance
Organizations.

Additional
stakeholders

Additional stakeholders are: Liaison Bodies, Industry, Message Brokers, National
Ministries of Health, DG SANCO; DG EMPL; DG CONNECT; Admin Cie (EC); Techn.
Cie (EC); adhoc group eEHIC (EC), e-SENS Board, epSOS team, ENED team.
Possibly National Access Points (NAP) in the framework of EESSI could become
stakeholder.

Ap

pr
ov

ed

by

EC

Problem statement 1
specific for
eConfirmation (ENED
Team)

D5-2.1 eHealth Requirements for e-SENS Building Blocks
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2.2.2. Pilot Scenario Goals and Scope
eConfirmation

EC

eHealth
Goal Name

Goal Description

G5.2-UC2-1

eConfirmation
service suitable
for both
unplanned and
planned care

The eConfirmation service should be suitable for both
unplanned (scope of the EHIC) and planned care. Planned
care can be distinguished in planned care according to the
EU Regulation (currently covered by E112 procedures) and
planned care according to bilateral contracts between a
HCP in MS B and an HIO in MS A.

G5.2-UC2-2

Citizen friendly
access to health
care abroad

EU/EEA citizens should be able to demonstrate their
entitlement abroad by means of PD that he/she applies in
his/her homeland. By capturing the dataset of this PD, the
HCP is able to verify patient's entitlement in real time.

Ap
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ed
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Goal ID
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Scope statements

Since (in particular in border regions) HIOs contract cross
border care as well, the eConfirmation service should be
suitable for both unplanned- and planned care (according to
both the EU Regulation and according to bilateral contracts).
In particular contracted planned care is in the interest of
citizens living in border areas in the EU/EEA.
All PDs, being allowed by each MS to be used to identify for
health care purposes, should be supported by the
eConfirmation service. The eye- and smart card readable
dataset on National PD('s) (allowed by a MS to be used for ID
purposes in the health care sector) should be enough for a
EU/EEA citizen to enable a foreign HCP to verify patient's
entitlement in real time. Since the EHIC provides entitlement
as such (as long as the end date is not expired), and it is (yet)
not allowed to be rejected, even in case a card holder appears
no longer to be entitled, the EHIC card is out of scope of UC21 and 2-2 (see: key examples). In case the EC would allow to
verifying the current entitlement based on an EHIC in real
time, verifying the EHIC could be considered as a separate UC.

21

eHealth
Goal ID

eConfirmation

Goal Name

Goal Description

Scope statements

HCP friendly
procedures

HCP should be enabled to use familiar domestic
administrative procedures in case of treating a patient
from a fellow MS.

The eConfirmation service should be available for HCPs in the
shape of a web portal and web service. In case the HCP opts
for a web service, the eConfirmation service should be
integrated within his/her HCP info system. All HCPs in EU/EEA
should have access to this service. The use of smart card
readers and/or scanners is optional.

G5.2-UC2-4

HCP to obtain a
legally valid
eConfirmation

The e-Confirmation should get a legal status equal to the The eConfirmation is provided on top of the current EHIC.
EHIC and/or PRC. HCP should be able to rely without any Against that background the legal status of both documents
reserve that he will be paid for medical treatment by using should be the same.
the eConfirmation service and by submitting an
eConfirmation to his Competent Institution.

G5.2-UC2-5

Integrated
eHealth
procedures for
HCPs

HCP should be able to re-use the captured data both for HCP should suffice with single data capture. Once data are
eConfirmation and for epSOS related services.
being captured for one eHealth purpose, these data should be
reusable for the other eHealth purpose/transaction.

G5.2-UC2-6

Reliable, safe and
secure cross
border data
exchange

Cross border data exchange takes place safe- and secure.
Message Brokers trust each other based on a commonly
signed security policy. HIOs requested for providing an
eConfirmation by HCPs from MS B can rely without any
reserve on MS's B authorization policy. Message Brokers
agree upon service levels both amongst each other and
related to their national partners being HCPs and HIOs.
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EC

G5.2-UC2-3
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Message Brokers comply with a (European) security policy
and should be certified annually by independent auditors.
Possibly contracts amongst them should be in place, ruling
privacy and other legal issues. On national level the Message
Broker is responsible for safe, secure and authorized access
by its users. HIOs in MS A being requested by a foreign HCP
for an eConfirmation should rely on the safety- and security
policy of MS B (circle of trust).
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eHealth
Goal Description

Scope statements

G5.2-UC2-7

Respecting legaland business
rules and
implementation
strategies of MS

The eConfirmation service respects specific legal and/or
business rules from MS. Moreover infrastructural
implementations are up to each MS individual. MS
commit themselves to stimulate both HCPs and HIOs to
connect to the national Message Broker resulting in 100%
coverage.

The eConfirmation service is dynamically triggered by the MS
of origin of the patient. The code of the MS of origin pops-up
only those attributes that are applicable for that MS. Specific
forms have to be signed by the patient in case that might be
applicable for that specific MS. The way how to implement
the eConfirmation service is up to the MS (e.g.:
central/decentral-/directly/ indirectly via EESSI).

G5.2-UC2-8

Cost effectiveand customer
friendly
procedures for
HIO's

HIOs are providing/willing to provide safe- and secure
insurance verification in real time to authorized users
(being HCPs), based on various PDs. In the positive case an
eConfirmation will be sent, in the negative case an
eRejection. HIO's customer (insured/patient) could obtain
a
notification
on
his
personal
device
(Smartphone/tablet/laptop)
that
an
eConfirmation/eRejection has been provided by the HIO.

All EU/EEA HIO's should be able to provide online access to
their insurance database. Privacy- and security rules of MS'
will be respected. Moreover all EU/EES HCPs should be
enabled to access patients HIO's database via a national
Message Broker. Message Brokers can exchange data
amongst each other’s directly and/or indirectly via NAP’s. It
has to be explored whether NAP's/EESSI are suitable for
synchronous online/real time services.

G5.2-UC2-9

Cross border
eInvoicing during
reimbursement
for (un)planned
care according to
the Regulation

Data provided as result of an eConfirmation should
contribute- and enable HCPs to charge the Competent
Institution (CI) by eInvoicing. In turn the CI involved in
cross border clearing should be able to generate European
invoices (E125/SEDs) automatically from the digital
invoices, received from HCPs. In case CIs in some MSs
require additional documents (e.g. PRC, Patient consent),
it should be possible to provide them as eInvoice
attachment.

eInvoicing on a national level takes place according to
national standards. International clearing between CI's takes
place according to the current E125 specifications, to be
replaced by SED in the framework of EESSI.

EC

Goal Name
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eConfirmation
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eHealth
Goal Description

Scope statements

G5.2-UC2-10

Cross border
eInvoicing during
reimbursement
for directly
contracted
planned care

Data provided as result of an eConfirmation should enable
HCPs to charge directly the foreign HIO, based on a
bilaterally conducted contract regarding planned care. In
case the contract requires additional documents (e.g.
eConfirmation) it should be possible to provide them as
eInvoice attachment.

Cross border eInvoicing during reimbursement, based on
directly conducted contracts between HIO and HCP takes
place according to bilaterally agreed standards. The
eConfirmation dataset should contain all relevant data for
completing the eInvoicing during reimbursement dataset.
eInvoicing during reimbursement should be supported by
message Brokers.

G5.2-UC2-11

Information
about cross
border traffic on
EU level

eConfirmation data should be usable for providing insights
in cross border health care all over Europe.

Message Brokers store request for eConfirmation and the
feedback provided by the HIOs (Approvals and Rejections).
This information gives insight in the 'health care traffic' fromand to a particular MS and could be of help to develop cross
border policies (like Patient Regulation).
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EC

Goal Name
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Goal ID

eConfirmation
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2.2.3. Key Examples
eConfirmation

Example ID

Example Description
A patient requesting health care in a fellow EU MS has firstly to identify himself.
The HCP will authenticate the patient and will then proceed on one hand with the provision of care services using epSOS eHealth
services and following the epSOS workflows, and at the same time with the verification that this care will be paid using ENED
eConfirmation services and following the relevant workflows.

by

KE5.2-UC2 (eHealth Team.
General)

EC

eHealth

Ap

pr

ov

ed

In case the patient appears currently to be insured, the patient's Health Insurance Organisation (HIO) provides in real time an
eConfirmation, stating that the patient can be treated according to the Regulation, for account of the HIO of the MS of affiliation.
The eConfirmation dataset can be uploaded in HCP’s information system. In case the insurance verification results into an
eConfirmation the patient receives health care by the health professionals at the premises of the HCP without further concerns
about 'cash' payments (apart from possible co-payments, that might be usual in the MS of temporary stay). Moreover the HCP is
sure, that he'll be paid by the relevant Competent Institution.
The patient is referred to the appropriate department /health professional. The health care professional has been already
identified and authenticated in his organization by his national eID system. The HP may retrieve the patient's name and ID details
from the management system of the HCP where he is already enrolled (as result of the eConfirmation workflow).
If consultation of the PS or the active ePrescriptions is needed the HP will call the relevant epSOS service and will be guided
through it to a number of necessary steps of obtaining consent before accessing the patient's data. The HP will then consult the PS
for the purposes of providing treatment and may prescribe further investigations and/or new medication.
When the session with the patient is finished the HP sends a healthcare encounter report to the country of affiliation through its
national contact point.

D5.1-2 eHealth Requirements for e-SENS Building Blocks
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eHealth

eConfirmation

Example ID

Example Description

EC

The current eConfirmation service consists of two Use Cases (elaborated up to now): (i) UC 'Get eConfirmation' and (ii) UC 'Provide
eConfirmation'. These UCs describe how a health worker is able to get an insurance confirmation (eConfirmation) for a foreign
patient who is insured in a Member State of the EU/EEA. The insurance confirmation is received from the eConfirmation Routing
Service and provided by the HIO where the patient is insured. The eConfirmation Routing Service provides a message broker
pattern for connecting HCPs and HIOs from Member States through a secure network.

by

KE5.2-UC2
(eConf. General
description)

ov

A Dutch citizen (MS A) goes to Austria (MS B) for holiday reasons and falls ill.

pr

The citizen consults a doctor in MS B and identifies with a PD that is used for ID purposes in the health care sector in the
Netherlands. In this case the citizen uses his Passport. The use case starts when the health worker logs in to the system. The
eConfirmation Request Service (HCP's system) is referred as 'the system' in this key example.

Ap

KE5.2-UC2-1
(eConf 'Get
eConfirmation')

ed

The patient data, needed for verifying his insurance, are captured from a PD that is allowed to be used for this purpose by the
issuing Member State. An eConfirmation gives entitlement to reimbursement of health care costs during a temporary stay in a
Member State other than the competent state or the state of residence. Since a not expired EHIC provides entitlement as such, a
'valid' EHIC is for that reason out of scope in these previously mentioned Use Cases.

The system authenticates the health worker and validates that he/she is authorized to request an insurance confirmation. The
health worker chooses to start a request for an insurance confirmation.
The system asks the health worker to select the country where the health insurance organization of the patient resides. The
health worker selects the Netherlands. The system provides a list of portable document types allowed for identification in the
health care sector in the Netherlands. The system asks the health worker to select the portable document type that has been used
by the patient for his/her identification. The health worker selects the Passport as allowed portable document type as presented
by the patient.
The system prompts for the patient details related to the Passport as portable document type, which are needed to request an
insurance confirmation in the country of the health insurance organization. The health worker enters the citizen number and
D5.1-2 eHealth Requirements for e-SENS Building Blocks
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eHealth
Example ID

eConfirmation
Example Description
patient's date of birth (being mandatory data requested by Dutch HIOs).

EC

The system prompts now for the required period of validity for the insurance confirmation. (This period can be overruled by the
period given by the HIO). The health worker enters the required period of validity/allowance.

ed

by

Since Austria wants to make sure, that a citizen from a fellow MS does not come to Austria on purpose for health care, the system
requires patient's statement of unplanned care (Patientenerklärung), before the request for eConfirmation can be submitted. The
system asks the health worker to print the statement of unplanned care (Patientenerklärung). The health worker prints the
statement and asks the patient to sign the form. The health worker is responsible for archiving the signed form in case of audits.
The system asks the health worker to confirm patient’s signature.

Ap

pr

ov

If the health worker confirms that the patient has signed, the use case resumes the basic flow. The health worker submits the
request. The system validates the request submitted. The system sends the insurance confirmation request to the eConfirmation
Routing Service. The system records the request in the transaction log. The system waits until the eConfirmation Routing Service
returns a confirmation message. The system validates the response received. The signature of the confirmation message is
validated by the system using a public key to assure integrity and origin. When the response is received, the sender's public key is
used to verify the digital signature in order to prove that the message originated from the providing health insurance organization.
Content integrity assures that no modifications (i.e., additions, deletions, or changes) have been made to the data when it is intransit between recipient and sender. The system records the response received in the transaction log. The system reads the
confirmation details of the confirmation message. The confirmation details include a PRC which is provided in the PDF/A
document format. The system displays the confirmation details and asks the health worker if he/she would like to print the PRC
included in the confirmation details. The system optionally also provides a file which can be exported and then imported in the
system of the health care provider. The implementation of an export is decided by the ENED partner. The health worker decides
to print the Provisional Replacement Certificate.
The system prints the PRC. The use case ends.
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eHealth

eConfirmation

Example ID

Example Description

EC

The use case 'Provide eConfirmation' starts when the eConfirmation Routing Service logs in to the system. The eConfirmation
Provider Service (HIO system) is referred as 'the system' in this use case.
The system authenticates the eConfirmation Routing Service and validates that it is authorized to request an insurance
confirmation. The eConfirmation Routing Service sends an insurance confirmation request. The system records the request
received in the transaction log. The system validates the request received. The system reads the portable document type from the
request and the patient details. The system retrieves the insurance file of the patient with the patient details and verifies whether
the patient is insured. The system determines the period that the insurance confirmation is valid based on the required period of
validity by the requesting health provider and the business rules of the health insurance organization. The system creates a PRC in
PDF/A Document Format. (PDF/A is an ISO-standardized version of the PDF specialized for the digital preservation of electronic
documents). The system creates a confirmation message and updates the values with the insurance file, the PRC, and the period
of validity. The system returns a confirmation message to the eConfirmation Routing Service including the PRC. The confirmation
message is digitally signed using the private key of the health insurance organization to assure integrity and origin. The signature is
used to add assurance that the health insurance organization has given the confirmation in case of any legal issues. The
confirmation message is not encrypted. The system records the confirmation details in the transaction log. The system sends
optionally (for example by email) a copy of the PRC to the patient (decision is made by the health insurance organization as a
service to their insured clients). The use case ends.
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KE5.2-UC2-2
(eConf 'Provide
eConfirmation')

The UCs below are to be considered as possible additional cases and are not elaborated yet:
The UC 'Provide completed EHIC dataset' is applicable in case of a valid EHIC Card that is used by the patient as ID. This UC offers
KE5.2-UC2-3
the HCP the opportunity to capture only a minimum set of data, being completed (e.g. family name) by the issuing HIO in the MS
(eConf 'Provide completed
of origin of the patient. Moreover this completed EHIC dataset can be uploaded in HCP's system and being used for national billing
EHIC dataset')
purposes.
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eConfirmation

Example ID

Example Description

KE5.2-UC2-4
(eConf 'Verify not expired
EHIC in real time')

The UC 'Verify an EHIC' is applicable only if the EC would allow insurance verification (and a possible rejection) in real time, based
on an EHIC, which end date is not yet expired. In this UC an EU/EEA citizen applies for health care in a fellow MS and hands over a
not expired EHIC. The system proceeds like UC 1 and 2.

KE5.2-UC2-5
(eConf 'eInvoicing during
reimbursement/eInvoicing
on national level')

eInvoicing as result of care provision, according to the EU Regulation (both unplanned- and planned), is a national issue and is out
of scope of these Use Cases. However CIs in some MS' B might require to get informed about a positive insurance verification of a
citizen from a fellow MS A, applying for health care in MS B. In that case an eConfirmation could be sent in parallel to both the
requesting HCP and the CI. For processing invoices concerning citizens from fellow MS, the CI might require, apart from HCP's
invoice, additional attachments like the eConfirmation dataset and/or MS related documents (e.g. Patientenerklärung). These
documents (PDF/A document format), as result of the eConfirmation process could be provided to the CI as well (on a national
level).

KE5.2-UC2-6
(eConf 'eInvoicing during
reimbursement/eInvoicing
cross border')

eInvoicing during reimbursement as result of care provision, according to a bilateral contract between a HCP in MS B and a HIO in
MS A could be considered as a separate UC in terms of ENED and e-SENS. In case the patient appears to be insured with a
contracted HIO, the dataset 'provide eConfirmation' should contain all data, enabling the HCP to send an eInvoice directly to the
contracted HIO. An EU eInvoice standard for contracted health care is to be recommended.
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2.2.4. Requirements
eHealth
Requirement ID

eConfirmation
Requirement description

Area

EU and MS allow national PDs as (to be) defined by ENED partners from various MS to Legal
be used for insurance verification purposes abroad.

R5.2-UC2-2

EU equals the eConfirmation Document as result of a positive online/real time Legal
insurance verification to the current status of the EHIC and/or the currently used PRC.

by

EC

R5.2-UC2-1

EHIC and other PDs could co-exist, taking into account that PDs have mandatorily to be Legal
used for insurance verification purposes. The EHIC provides entitlement as such. The EC
could consider allowing EHIC to be verified in real time as well. In case the patient
appears no longer to be insured, EU allows an EHIC to be rejected in that scenario.

R5.2-UC2-4

Privacy regulations (:e.g. patients consent) and specific conditions (:e.g. approval Legal
period) of the MS of origin (MS A) of the patient will be respected by the eConfirmation
service.

eDocument

Reference to goal
G5.2-UC2-2
G5.2-UC2-2
G5.2-UC2-1

eDocument

G5.2-UC2-2

Ap

pr

ov

ed

R5.2-UC2-3

Proposed BB
eDocument7

R5.2-UC2-5

7

Liaison bodies and Competent Institutions in charge of cross border clearing of health Legal
care costs, accept eConfirmation as a legal title to cover the costs.

eDocument

G5.2-UC2-2
G5.2-UC2-7

G5.2-UC2-4

The usability of eDocument for eConfirmation has still to be explored
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eHealth

R5.2-UC2-6

R5.2-UC2-7

Requirement description

Area

Proposed BB

Requesting out of pocket payment from patients, who can hand over an accepted (and Legal
positively verified) PD and/or a valid EHIC should be considered as an economic
offence.

EC

Requirement ID

eConfirmation

HCPs in each EU/EEA MS should have access to eConfirmation routing services.

Reference to goal
G5.2-UC2-2
G5.2-UC2-1

Infra

G5.2-UC2-3
Trust
EstablishmentCircle of Trust/ eDelivery

HCP's information system must have authorized access to the eConfirmation Routing Legal/trust
Service through a secure network connection.
and security

R5.2-UC2-9

Access to eConfirmation service can be provided via both web portal- and web service Infra
based.

G5.2-UC2-3

R5.2-UC2-10

The eConfirmation Routing Service provides a message broker pattern for connecting Infra
health care providers and health insurance organizations from Member States through
a secure network.

G5.2-UC2-6

R5.2-UC2-11

The message broker pattern can be implemented according to MS's choice (central/ Infra
decentral). Message brokers enable HCPs to access the insurance databases of HIO's in
EU/EEA MS.

R5.2-UC2-12

National message brokers could exchange messages directly or indirectly (e.g. via the Infra
national EESSI portal/NAP).

R5.2-UC2-13

Message brokers comply with the security policy agreed on (by preference at a Legal/trust
European level). Up to now an ENED security policy is in place. If necessary mutual and security
contracts between message brokers are in place additionally.
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R5.2-UC2-8
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e-Delivery

e-Delivery
Trust
EstablishmentCircle of Trust/
e-Delivery

G5.2-UC2-6

G5.2-UC2-7

G5.2-UC2-7
G5.2-UC2-6
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eHealth
Requirement ID

eConfirmation
Requirement description

Area

Safe and secure authorized access by HCPs to the national message broker should be Legal/trust
safeguarded.
and security

R5.2-UC2-15

In order to get support from HCPs, the eConfirmation service should be user friendly. User
The HCP should be able to apply familiar and national procedures and standards.
functionality

R5.2-UC2-16

The eConfirmation service is triggered dynamically by the business rules of the MS of User
origin of the patient (MS A). In case MS A requires that the patient signs specific forms functionality
(e.g. patient consent), the healthcare worker will be triggered automatically.

R5.2-UC2-17

Industry should be tempted to include eHealth (epSOS and eConfirmation) services in User
their HCP's information systems and to provide web service based solutions. Moreover functionality
Cards industry (OCR and SCR) should be involved.

R5.2-UC2-18

Capturing a minimum set of data should enable the HCP to access patient's data and to
be provided by the HIO with a completed dataset.

R5.2-UC2-19

Singular data capture for triggering multiple transactions (e.g. eConfirmation and User
epSOS) should be possible.
functionality

Ap

pr

R5.2-UC2-20

eDocument/
Processes

ov

ed
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EC

R5.2-UC2-14

Proposed BB
Trust
EstablishmentCircle of Trust/
e-Delivery
eDocument/
Processes

User
functionality

Capturing data from eHealth cards (in circulation in various EU/EEA MSs) by smart card User
reader should be possible and supported by HCP information systems. In case the EC functionality
would allow the EHIC to be verified in real time, the application of scanners should be
possible as well.
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Reference to goal
G5.2-UC2-6

G5.2-UC2-3
G5.2-UC2-7

G5.2-UC2-3

eDocument
eDocument

G5.2-UC2-3
G5.2-UC2-3
G5.2-UC2-5

eDocument/
Processes

G5.2-UC2-3
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eHealth

eConfirmation

Requirement ID

Requirement description

Area

System messages are in the language of the country of stay and simple to understand.

R5.2-UC2-22

All events are logged.

R5.2-UC2-23

Request service is provided in real time and responses are provided with high level Infra
performance.

User
functionality
Legal/trust
and security

ed

by

EC

R5.2-UC2-21

(The Message Broker from) MS A should be able to rely on the safety- and security Legal/trust
policy of (the Message Broker in) MS B.
and security

R5.2-UC2-25

Use Case 2 will be implemented by every Member State individually. So the Infra
requirements can be specific for each Member State as long as the eConfirmation
interfaces are agreed upon.

R5.2-UC2-26

In case a partner uses decentralized databases, the eConfirmation Routing Service has Infra
routed the request to the health insurance organization as provided in the patient
details of the request.

R5.2-UC2-27

All HIOs (insurance databases) in EU/EEA MS are accessible by a message broker.

R5.2-UC2-28

Safe- and secure data exchange between a message broker and HIO(s) on a national Legal/trust
level is ruled according to national procedures- and conditions.
and security

Ap

pr

ov

R5.2-UC2-24
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Infra

Proposed BB
eDocument
Trust
EstablishmentCircle of Trust/
e-Delivery
e-Delivery

Reference to goal
G5.2-UC2-3
G5.2-UC2-6

G5.2-UC2-3
G5.2-UC2-2

e-Delivery
e-Delivery

e-Delivery

e-Delivery
Trust
EstablishmentCircle of Trust/
e-Delivery

G5.2-UC2-6
G5.2-UC2-7

G5.2-UC2-7

G5.2-UC2-8
G5.2-UC2-6
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eHealth
Requirement ID

eConfirmation
Requirement description

Area

Reference to goal

R5.2-UC2-29

The HIO in MS A should be able to rely on MS B's safety- and security policy.

R5.2-UC2-30

HIO's system in MS A determines the period that the insurance confirmation is valid Legal
based on the required period of validity by the requesting HCP in MS B and the business
rules of the HIO in MS A.

G5.2-UC2-7

R5.2-UC2-31

SLAs are agreed at both a national level and between Message brokers.

G5.2-UC2-6

R5.2-UC2-32

HIOs should be allowed to respond to a request for insurance verification by providing a Legal/trust
completed EHIC dataset (providing additional data from the insurance database).
and security

R5.2-UC2-33

HIO's response is provided in terms of a (digitally signed) eConfirmation or an Legal/trust
eRejection and complies with the EU standard (currently PRC). The confirmation details and security
include a PRC which is provided in the PDF/A document format.

R5.2-UC2-34

The signature of the confirmation message is validated by the HCP's information system Legal/trust
using a public key to assure integrity and origin. When the response is received, the and security
sender's public key is used to verify the digital signature in order to prove that the
message originated from the providing health insurance organization. Content integrity
assures that no modifications (i.e., additions, deletions, or changes) have been made to
the data when it is in-transit between recipient and sender.

G5.2-UC2-6

Infra; legal;
trust/user
functionality

Ap

pr

ov

ed

by

EC

Legal/trust
and security

Proposed BB
Trust
EstablishmentCircle of Trust/
e-Delivery
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Refers to UC
KE5.2-UC2-4
eSignature

eSignature

G5.2-UC2-8

G5.2-UC2-3
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eHealth

Requirement description
Area
HCP's information system enables to print the PRC. HCP's system optionally also
User
provides a file which can be exported from and then imported into the system of the
functionality
health care provider. The implementation of an export is to be decided by (the Message
Broker of) MS B.

Proposed BB
eDocument

R5.2-UC2-36

HIO's system optionally sends a notification to its client/patient (e.g by email/sms), User
stating that the PRC has been delivered to his HCP. This confirmation could include a functionality
copy of the PRC. This service is up to client's HIO in MS A.

eDocument/
Processes

R5.2-UC2-37

The eConfirmation dataset enables the HCP to complete the national eInvoice standard. Functional
Moreover, if required by the national CI, eConfirmation and additional documents (e.g. requirement
Patient consent and/or Patientenerklärung) can be provided as digital attachment of
eInvoicing.

R5.2-UC2-38

The eConfirmation service enables the HCP to make clear whether it concerns User
unplanned care and planned care.
functionality

R5.2-UC2-39

The eConfirmation service enables the HCP to make clear whether it concerns planned User
care according to the EU Regulation or planned care according to a bilateral agreement. functionality

Ap

pr

ov

ed

by

R5.2-UC2-35

EC

Requirement ID

eConfirmation

R5.2-UC2-40

The eConfirmation service enables the HCP to make clear whether unplanned care has User
been provided because of an occupational accident.
functionality

R5.2-UC2-41

In the case of planned care, based on a bilateral contract, the eConfirmation dataset User
enables the HCP to complete the (to be) agreed international eInvoice standard. functionality
Moreover, if required by the contracted HIO, eConfirmation and additional documents
should be provided as digital attachment of eInvoicing.

D5.1-2 eHealth Requirements for e-SENS Building Blocks

eDocument

eDocument
eDocument

Reference to goal
G5.2-UC2-3

G5.2-UC2-2

G5.2-UC2-9

G5.2-UC2-9
G5.2-UC2-9
G5.2-UC2-10

eDocument
eDocument

G5.2-UC2-9
G5.2-UC2-10
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eHealth
Requirement ID

eConfirmation
Requirement description

Area

Message Brokers should be able to support cross border eInvoicing during Infra
reimbursement, based on bilateral contracts between HCPs in MS B and HIOs in MS A.

R5.2-UC2-43

Message Brokers should be able to provide detailed management info at European Managemen
level, concerning cross border health care.
t info

e-Delivery

Reference to goal
G5.2-UC2-10
G5.2-UC2-11

Ap

pr

ov

ed

by

EC

R5.2-UC2-42

Proposed BB
e-Delivery
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2.3. Pilot Blueprint - Requirement Capture for Use Case 5.2.3
(eInvoicing during reimbursement: cross-domain UC with
eProcurement)
2.3.1. Pilot Blueprint Description
EPrescription, E-Dispensation, Care & Billing - Cross Domain

Short high level description

This Pilot Scenario Blueprint describes how major eHealth UC's and the
eProcurement "billing" can be combined to further automate the
processes in the eHealth domain to also cover "billing". The billing
process is based on the eProcurement generic billing workflow. The
purpose of the proposed pilot is to link the eHealth UC with the billing
UC, thereby creating a cross domain UC to be considered for piloting in
e-SENS.

ed

by

EC

Name of Pilot Scenario Blueprint

Ap

pr
ov

*No support for automated billing exists currently
*The administration of handling reimbursement following
eDispensation and health care provided in country of treatment
(country "B") is substantial.

Problem statement (Identified
barriers and issues to address)

Involved Actors

* Looking at scenarios from a domain only perspective is the common
viewpoint.
* Regional or national policies for reimbursements point to manual,
paper based billing-solutions for care received abroad and a patientinitiated claims process for reimbursement of medicines dispensed
abroad.
*An EU mandate points to a specific solution for international claims
(named EESSI) which may require the solution to use a different
transport mechanism for information between countries, at least
when handling state funded healthcare. This needs to be clarified
* National legal experts of participating nations needs to clear the
proposed solution with national legislation on reimbursement abroad.
* Solution needs to navigate between data protection legislation for
patient data and principles of public access to financial records.
Citizen from country of affiliation (country A).
Pharmacy in country of treatment (country B).
Payment dispatcher in country of affiliation (country A).
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2.3.2. Pilot Scenario Goals and Scope
eInvoicing during reimbursement: cross-domain UC with
eProcurement

Goal ID

Goal Name

Goal Description

G5.2-UC3-1

Better service for citizens

The customer (citizen) can get his reimbursement from his
country of affiliation without having to submit any further
communication.

G5.2-UC3-2

More effective billing
procedures for the
pharmacies

The billing process can be made more effective for the
pharmacy and for the payment dispatcher in country A.

G5.2-UC3-3

Support cross border health
care

It will become easier to support the citizens right to choose
where he wants to get his treatment/medication and it
should provide flexibility in the choice of treatment or filling
prescriptions.

G5.2-UC3-4

Reimbursement

Support for unplanned care for citizens seeking care in other
country than the country of the citizen's origin.

G5.2-UC3-5

eConfirmation and e-Invoice
service suitable for both
The services should be suitable for both unplanned and
unplanned and planned
planned care as well as for the ePrescription/ eDispensation
care as well as
workflow.
ePrescription/eDispensation

G5.2-UC3-6

Harmonize with existing
administrative procedures

Health Care Providers and Pharmacists should be enabled to
use familiar domestic administrative procedures when
serving a patient from a fellow MS.

Reliable, safe and secure
cross border data exchange

Cross border data exchange takes place safe- and secure.
Message Brokers trust each other based on a commonly
signed security policy. HIOs requested for providing an
eConfirmation by HCPs from MS B can rely without any
reserve on MS's B authorization policy. Message Brokers
agree upon service levels both amongst each other and
related to their national partners being HCPs and HIOs.

Cross border eInvoicing
during reimbursement for
(un)planned care according
to the Regulation

Data provided as result of an eConfirmation should
contribute- and enable HCPs to charge the Competent
Institution (CI) by eInvoicing. In turn the CI involved in cross
border clearing should be able to generate European invoices
(E125/SEDs) automatically from the digital invoices, received
from HCP's. In case CI's in some MS' require additional
documents
(e.g.
PRC,
Patient
consent
and/or
Patientenerklärung), it should be possible to provide them as
eInvoice attachment.

G5.2-UC3-7

G5.2-UC3-8

Ap

pr
ov

ed

by

EC

eHealth & eProcurement
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eHealth & eProcurement

eInvoicing during reimbursement: cross-domain UC with
eProcurement

Goal ID

Goal Name

Goal Description

G5.2-UC3-9

Cross border eInvoicing
during reimbursement for
directly contracted planned
care

Data provided as result of an eConfirmation should enable
HCPs to charge directly the foreign HIO, based on a bilaterally
conducted contract regarding planned care. In case the
contract requires additional documents (e.g. eConfirmation)
it should be possible to provide them as eInvoice attachment.

Scope

EC

2.3.2.1.

eInvoicing during reimbursement: Scope statements

pr
ov

ed

by

B2G - Cross border eInvoicing during reimbursement, based on directly conducted contracts between HIO
and HCP takes place according to bilaterally agreed standards. The eConfirmation dataset should contain all
relevant data for completing the eInvoicing during reimbursement dataset. eInvoicing during
reimbursement should be supported by message Brokers.

Ap

eHealth care givers - The service should be suitable for both unplanned- and planned care (according to
both the EU Regulation and according to bilateral contracts). In particular contracted planned care is in the
interest of citizens living in border areas in the EU/EEA.
Pharmacies - The service should be suitable for pharmacists. In particular serving citizens living in border
areas in the EU/EEA.
eInvoicing - Cross border eInvoicing during reimbursement, based on directly conducted contracts between
HIO and HCP takes place according to bilaterally agreed standards. The eConfirmation dataset together
with data captured during the treatment/provision to patients should contain all relevant data for
completing the eInvoicing during reimbursement dataset. eInvoicing during reimbursement should be
supported by message Brokers.
eInvoicing during reimbursement on a national level should meet requirements of national standards.
International clearing between CI's takes place in accordance with the current E125 specifications, to be
replaced by SED in the framework of EESSI.
The following stakeholders should be part of further work with the PBP: DG Employment, eProcurement BB
and LSPs.
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2.3.3. Key Examples
eHealth &

EC

eInvoicing during reimbursement

eProcurement
Example Description

There are in total four Use Cases identified as follows:

ed

o UC 5.3.1: ePrescription with reimbursement*
o UC 5.3.2: Unplanned public funded care*

ov

o UC 5.3.3: Planned public funded care

by

Example ID

pr

o UC 5.3.4: Private funded care.

KE5.2-UC3-1

Ap

The first and second Use Cases have been assessed as being of interest for consideration by the e-SENS project. In addition to the above
UC's, there are additional proposed UCs that might be used as part of this example.
--Example 1 (based on UC 5.3.1) - ePrescription with reimbursement-1. A Croatian citizen (customer) goes to a pharmacy in Denmark to get medicine based on her prescription (that was issued in Croatia,
which is the country of affiliation, country A).
Identification / verification go here.
2. The pharmacy contacts the Danish NCP. The Danish NCP contacts the Croatian NCP and requests the prescription for the Croatian
citizen requesting medicine. The Croatian NCP sends the prescription to the Danish NCP which forwards the prescription to the Pharmacy.
3. The pharmacy requests information on the amount reimbursed by the affiliated country (i.e. Croatia) and who to invoice* in the
affiliated country (i.e. Croatia) by referencing the prescription previously requested - the Danish NCP requests this information from the
Croatian NCP.
D5-2.1 eHealth Requirements for e-SENS Building Blocks
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eHealth &

eInvoicing during reimbursement

eProcurement
Example ID

Example Description

EC

4. The Croatian NCP calculates the reimbursement based on national health insurance rules and returns the reimbursement information
and the invoice recipient's contact information (including identifier) to the Danish NCP which forwards the information to the Pharmacy.
5. The pharmacy calculates the amount to be paid, the Croatian citizens pays the amount and the medicine is dispensed.

by

6. An eDispensation is sent via the Danish NCP to the Croatian NCP.

ov

ed

7. An update in the affiliated country's ePrescription register (i.e. Croatia) is done based on the dispensation carried out. Conveyed
through the Danish and Croatian NCPs, the price information pertinent to the dispensation carried out is provided. This is done in order to
facilitate any need to update the reimbursement level for the Croatian citizen.

Ap

pr

8. An invoice is automatically created based on the transaction made. This invoice forwarded to the appropriate recipient based on
information previously received. **

--Example 2 (based on UC 5.3.2) - Unplanned public funded care with PS-1. An Italian citizen requires treatment for an illness acquired while vacationing in Ibiza, Spain.
2. The primary care unit in Spain (country of treatment) performs the epSOS workflows for Patient Identification and Insurance
verification and then requests the PS from Italy (country of affiliation) using the epSOS PS workflow.
3. The patient receives the care necessary and information about the encounter may be reported back to Italy (country of affiliation) using
the epSOS Healthcare Encounter Report. ***
4. The Spanish primary care unit then claims the reimbursement for the care provided by sending an e-Invoice to their international claims
office. This is done using the "Secure e-Invoice UC" - eHealth specific Billing considerations.
5. The Spanish international claims office receives the patient information and insurance information collected in the previous steps
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eHealth &

eInvoicing during reimbursement

eProcurement

Example Description
together with necessary documentation of the care performed and forward this information to Italy (country of affiliation).

EC

Example ID

* - this part of the example might need to be resolved using the eConfirmation (Health Insurance Verification) UC:
KE5.2-UC2-eHealth Team General.

by

KE5.2-UC2-eConfirmation General description.

ed

KE5.2-UC2-1-eConfirmation 'Get eConfirmation'.

ov

KE5.2-UC2-2-eConfirmation 'Provide eConfirmation'.

pr

** - this is the new portion of the requirement and is an elaboration on the eConfirmation (Health Insurance Verification) Use Case:

Ap

KE5.2-UC2-5-eConfirmation 'eInvoicing during reimbursement/ eInvoicing on national level'
"Secure e-Invoice UC" - eHealth specific Billing considerations.
Factors such as CPR information access and end-to-end message encryption might have to be considered when looking at the potentially
eHealth billing specific requirements.
Below to alternative solutions for conveying the invoice message were identified and will be considered when looking at the requirements
based on the goals:
Alternative 1 - The invoice is issued in a PEPPOL BIS invoice format and forwarded through the pharmacy's access point which provides
access to the PEPPOL network of eProcurement services. Alternative 2 - The invoice is issued in a PEPPOL BIS invoice format which is
forwarded to the recipient using the NCP e-Delivery infrastructure.
*** - this is the new epSOS UseCase Healthcare Encounter Report (HCER).
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2.3.4. Requirements

Requirement description

Area

by

Requirement
ID

eInvoicing during reimbursement: cross-domain UC with eProcurement

EC

eHealth &
eProcurement

Privacy regulations (e.g.: patients consent) and specific conditions (e.g.:
approval period) of the MS of origin (MS A) of the patient will be respected Legal
by the services.

R5.2-UC3-2

Liaison bodies and Competent Institutions in charge with cross border
clearing of health care costs, accept eConfirmation as a legal title to cover Legal
the costs.

R5.2-UC3-3

Liaison bodies and Competent Institutions in charge of cross border
clearing of health care costs, accept eInvoicing during reimbursement as a Legal
legal title to cover the costs.

Common
requirement
with

eDocument

ov

ed

R5.2-UC3-1

Proposed BB

Reference to
goal

Ap

pr

R5.2-UC2-5

R5.2-UC3-4

HCP's information system must have authorized access to the
Legal
eConfirmation Routing Service through a secure network connection.

Trust
Establishmen
t- Circle of
Trust/ eDelivery

R5.2-UC3-5

HCP's information system must have authorized access to the eInvoicing
Legal
during reimbursement Service through a secure network connection.

e-Delivery
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Requirement
ID

eInvoicing during reimbursement: cross-domain UC with eProcurement

Requirement description

Area

EC

eHealth &
eProcurement

The message broker pattern can be implemented as an extension of the
epSOS NCP infrastructure. Message brokers enable HCPs to access the Infrastructure
insurance databases of HIOs in EU/EEA MS.

R5.2-UC3-7

Safe and secure authorized access by HCPs to the services should be
Security
safeguarded through reuse and adaptation of epSOS policies.

Reference to
goal

Common
requirement
with

e-Delivery

e-Delivery

Ap

pr

ov

ed

by

R5.2-UC3-6

Proposed BB
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EC
by
ed
pr
ov
Ap
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