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Audience

This document describes the Electronic Signature (eSignature) building block
which is one of the Connecting Europe Facility (CEF) Digital programme's
essential digital services. These essential digital services, called building
block Digital Service Infrastructures (DSIs) will play a vital role in the flow of
data across borders and sectors.

This document is intended for the following audiences:

Implementers & Integrators
Users from public and private sector willing to
implement an interoperable, cross-border
eSignature solution and users who already know
the background and the tools, and need support in
the implementation of a DSS solution

Whilst every effort has been made to ensure that the information contained in the document is correct,
any comments on it should be submitted to the European Commission:
CEF-BUILDING-BLOCKS@ec.europa.eu
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Introduction

What is CEF eSignature?
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Introduction to CEF eSignature

The eSignature building block helps public administrations and businesses
to accelerate the creation and verification of electronic signatures. The
deployment of solutions based on this building block in a Member State
facilitates the mutual recognition and cross-border interoperability of
eSignatures. This means that public administrations and businesses can trust
and use eSignatures that are valid and structured in EU interoperable
formats.

The purpose of this document is to
provide a general introduction to the
eSignature Digital Service Infrastructure
(DSI), part of the Telecom Programme of
the Connecting Europe Facility (CEF
Telecom).
eSignature is a building block of CEF.
These building blocks are reusable
specifications, software and services that
will form part of a wide variety of IT
systems in different policy domains of
the EU.

More information about the
CEF
Telecom
policy
background,
its
Work
Programmes and related
information is available on
the Digital Single Market
website.
More information about
eSignature is available on
the CEF Digital Single Web
Portal.

The promotion of common building
blocks is a way to lower barriers for
technical integration and provide tried
and tested solution components that will
speed up the delivery of Digital Public
Services, that work across borders, in a
cost efficient manner.
The technical management of the eSignature DSI is done by the Directorate
General for Informatics (DIGIT
) of the European Commission.
Implementation of the EU policy directly related to eSignature is the
responsibility of the Directorate-General for Communications Networks,
Content and Technology (DG CNECT
) of the European Commission.
The Innovation and Networks Executive Agency (INEA
) is responsible for
the implementation of the CEF Telecom programme grants in cooperation
with the Commission.
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Introduction to CEF eSignature

CEF eSignature's main goal is to ensure that Public Administrations and
Businesses can create and validate electronic signatures across borders. This
means contributing to the creation of a EU single market which is fit for the
digital age.
eSignature is a building block in the eIdentification and eSignature DSI and
is needed in key application domains and policy contexts. The provision of
nearly all online public-sector services requires exchange of documents
which signature can be authenticated. It therefore constitutes a key building
block for European core service platforms.

CEF
eSignature
supports
public
authorities
in
automating the validation of
interoperable eSignatures and
eSeals** coming from any EU
Member State, based on the
Member
States’
“Trusted
Lists” (the public lists of
supervised
/
supervised
qualified
trust
service
providers
issuing
qualified
certificates to the public).

B2B

Businesses
A2B
B2A

The eSignature building block
therefore
foresees
Administration to Business
communication
(A2B).
However, CEF eSignature can
also be used to enable
Administration
to
Administration
(A2A)
and
Administration
to
Citizen
(A2C) communication.
Although not foreseen in the
primary scope, Businesses to
Businesses
(B2B), Business
to Citizens (B2C) and Citizen
to Citizen (C2C) are also
within secondary scope.

B2C
C2B*

Public
Authorities

A2A

A2C
C2A*
Citizens

Primary Scope
Secondary Scope

The scope of CEF’s eDelivery DSI

C2C

* Through web-portals
** See Regulation (EU) No 910/2014 (eIDAS), under "Definitions" - no. 25, electronic seal.
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Introduction to CEF eSignature

The CEF eSignature building block consists of advisory services managed by
the European Commission.
The solution is primarily based on the following services:
• The Digital Signature Services (DSS) application for the creation and
validation of e-signatures.
• Complementary service, called Trusted Lists (TL) Manager, that enables
the creation, editing and maintenance of a Trusted List in a standard,
machine-readable format.
Please note that the description of the Trusted Lists Manager (TLM) service
is out of the scope of this document.

Boost adoption and interoperability of eSignature in Europe
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Introduction to CEF eSignature

Below is an overview of the expected benefits to the individual Projects and
Policy Domains :

BENEFITS
Reduce risks

Reduce costs

Improve compliance

Automate the cross-border recognition of eSignature and
*eSeals

Facilitate the setup of interoperable eSignatures in business
processes

Meet the increasing demand and legal obligations to mutually
accept eSignatures

Handle the complexity of eSignature creation and verification

Transparently leverage the current EU Trusted Lists for
certificate validation when needed

*See Regulation (EU) No 910/2014 (eIDAS), under "Definitions" - no. 25, electronic seal.

9

2

Context

What is CEF Digital?
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Context
The CEF eSignature building block has its roots in initiatives targeted at the
standardisation of Electronic Signatures and Infrastructures (ESI). ISA action
1.9 aimed to make it easy for Member States and their eGovernment
managers to use and accept electronic signatures by providing them with the
necessary technical tools. e-SENS e-Signature will follow legal and
interoperability frameworks (the eIDAS regulation and the EU e-Signature
Standards Framework) and prove that real-life interoperability is possible. eSENS will also support mobile signature solutions to establish e-Signature
services using a mobile signing device.
The eSignature service, financed
since the end of 2014 by the CEF
programme, provides open source
tools for Member States to use at
national level with some basic
support
by
DG
GROW
for
implementers and management.
It is used by the points of single
contact and based on trusted lists.
The eSignature building block also
takes into account the experiences
of
the
Competitiveness
&
Innovation
Programme
(CIP)
projects in particular and will
together
with
the
electronic
identification (eID) service align
with results achieved by the eSENS
large-scale project.

EU Legal Framework
The eIDAS regulation (No 910/2014

of 23 July 2014 on electronic identification
and trust services for electronic transactions
in the internal market and repealing
Directive 1999/93/EC
The eSignature Directive
(1999/93/EC
)
of 13 December 1999 on a Community
framework for electronic signatures

The Services Directive (2006/123/EC
of 12 December 2006 on services in the
internal market

Interoperable Solutions for European Public Administrations

The ISA programme creates a framework that
allows Member States to work together to create
efficient and effective electronic cross-border
public services for the benefit of citizens and
businesses. It offers European public
administrations a comprehensive approach to the
establishment of electronic services that can easily
cooperate across borders

)

e-SENS (Electronic Simple European
Networked Services) was launched to
consolidate, improve, and extend the
technical solutions developed by the
thematic LSPs

The eSignature service can be deployed also to support operational large
scale trans-European systems in the domain of EU Customs.
*See agreement of CEN BII, CEN MUG workshops here
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Context

Grants will be used to promote the uptake of eSignature. According to
the CEF regulation, the grants should not exceed 75% of the eligible costs.
Proposals can be submitted by one or more Member State(s) or a consortium
consisting of at least five entities from one or more Member State(s)
composed of public or private entities, at least half of which should be public.
These calls for proposals are available on the website of the Innovation and
Networks Executive Agency (INEA ).
The eSignature building block was included in the CEF Telecom Work
Programme 2014
The operation of the eSignature core service platform is
therefore ensured for 4 years, until 2018, with a budget of € 8 million.
Grant funding is foreseen to continue supporting the adoption of CEF
eSignature, with information on future Calls for Proposals to be published on
the INEA website).
In addition to these grants, support is provided to public administrations and
solution providers via a range of tools, services and specifications.
It is important to clarify that through CEF, the Commission does not intend
to compete with the market and will not provide end-user solutions for the
provision of eSignature services. The actions taken by the European
Commission provide interoperability and reference implementations which
allows the development of complex solutions driven towards end users
(implementers), thus supporting the European market.
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Motivation

Why should you reuse CEF eSignature?
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Motivation

In order to better grasp how eSignature works, how it can help, and to
better understand the remainder of the document, some definitions are
needed.

Why
GOALS
The high-level objectives your organisation can achieve through CEF
eSignature.
Example: Facilitate the validation of interoperable eSignatures and eSeals
coming from any EU Member State, based on the Member States’
“Trusted Lists”

How
USE CASES
A user-centric view of what users can achieve through CEF eSignature.
Example: creating and receiving electronically and signed document.

What
SERVICES
The list of services provided by CEF eSignature.
Example: advisory services managed by the European Commission.
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Motivation
Goals

Use cases

Services

A success factor for implementing eSignature is to clearly understand the
motivation for its use, its scope and (business) needs.
The main challenges addressed by eSignature are:
• Automate the validation of interoperable eSignatures and eSeals coming
from any EU Member State, based on the Member States’ “Trusted Lists”
(the public lists of supervised / accredited services issuing qualified
certificates to the public).
• Electronic signing or sealing of documents in your portal/application with
interoperable signatures or seals.
Below are the most usual goals that CEF eSignature helps to tackle:

Compliance &
Interoperability

Efficiency

Legal value
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Motivation
Goals

Use cases

Services

What are the use cases?
Having established the goal of the CEF eSignature solution, the use cases
(i.e. user centric views of what CEF eID can offer / how it can help) can be
examined.

1

2

Create an electronically signed
document

Receive and validate an
electronically signed document

Example

Example

Use eSignature to sign a tender for
services for a public administration.

Public administration validate the
signature of a provider on a tender.
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Motivation
Goals

Use cases

Services

The CEF eSignature solution consists of advisory services managed by the
European Commission.
The solution is primarily based on the following services:
• The Digital Signature Services (DSS) application for the creation
and validation of e-signatures.
• (Out of scope) Complementary service, called Trusted Lists (TL) Manager,
that enables the creation, editing and maintenance of a Trusted List in a
standard, machine-readable format.

DSS
Digital Signature Services (DSS)
are services developed by the
Commission to facilitate the crossborder use and validation of
advanced
e-signatures, in line with EU
legislation.
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Digital Signature Services (DSS)
The Directive (EU) 123/2006
on services dealt with electronic
signatures without delivering a comprehensive cross-border and crosssector framework for secure, trustworthy and easy-to-use electronic
transactions. The eIDAS Regulation enhances and expands the acquis
of that Directive.
The services Directive in the internal market, specifically Article 8, obliges
Member States to ensure that service providers (businesses) can complete
the procedures and formalities that are necessary to start or carry out their
activities with Member States' administrations via Points of Single Contact
and by electronic means, including across borders. Completion of
procedures may involve the use of e-signatures.
In order to facilitate the cross-border use and validation of advanced esignatures the Commission adopted a number of measures, including
Decision 2011/130/EU
which applies to cases where businesses may have
to submit documents to competent authorities that have been issued and
signed electronically by authorities in another Member State. The Decision
defines some of the most commonly used e-Signature formats that all
Member States will have to be able to process technically when receiving an
electronically signed document from another Member State.
In order to assist Member States with the implementation of the Decision,
the Commission has commissioned open source software (in addition to the
one for TL edition/maintenance) that could be used by Member States at
national level. Even if the legal obligation in the Decision concentrates on
the receiving side and validation of a signed document, the software is both
for the creation and validation of e-signatures in order to provide support
also for those Member States who may lack signature creation tools as well.
Finally, the software relies in its validation component on the information in
Member State trusted lists created in accordance with Commission Decision
2009/767/EC
, as amended by Decision 2010/425/EU.
Even if developed in the context of the Services Directive, the software can
be used more widely, whenever there is a need to create or validate an esignature.
Implementing acts for Art.27 & 37 of the eIDAS Regulation , published in
September 2015, designates the former standard and not the upcoming
ETSI EN 319 1x2. A comprehensive software update will be released when
these implementing acts are be modified (2016) to include the new standard
(new eSign EN).
DSS is now provided under the CEF programme (more info
: https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature .
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Technical specifications

What are the technical foundations of CEF
eSignature?
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Technical specifications

List of technical specifications for XML, CMS or PDF advanced electronic
signatures and the associated signature container.
Advanced electronic signatures mentioned in Article 1 of the Decision must
comply with one of the following ETSI technical specifications with the
exception of clause 9 thereof:
XAdES Baseline Profile

ETSI TS 103171 v.2.1.1.

CAdES Baseline Profile

ETSI TS 103173 v.2.2.1.

PAdES Baseline Profile

ETSI TS 103172 v.2.2.2.

Associated signature container mentioned in Article 1 of the Decision must
comply with the following ETSI technical specifications:
Associated Signature Container Baseline Profile

ETSI TS 103174 v.2.2.1

List of technical specifications for XML, CMS or PDF advanced electronic
seals and the associated seal container Advanced electronic seals mentioned
in Article 3 of the Decision must comply with one of the following ETSI
technical specifications, with the exception of clause 9 thereof:
XAdES Baseline Profile

ETSI TS 103171 v.2.1.1

standards

ETSI TS 103173 v.2.2.1

PAdES Baseline Profile

ETSI TS 103172 v.2.2.2

Associated seal container mentioned in Article 3 of the Decision must
comply with the following ETSI technical specifications:
Associated Seal Container Baseline Profile

ETSI TS 103174 v.2.2.1
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Implementations

What are the existing CEF eSignature
implementations?
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Your options

While considering an eSignature project, three alternative implementation
scenarios can be considered:

BUILD

BUY

RE-USE

You build and test your
own components
according to the
specifications of the
eSignature DSI. This can
be done using an in-house
development team or by
an external contractor.

You buy a product(s) that
implements the
specifications of the
eSignature DSI. This can
be a Commercial or Open
Source software product.
Additional services can be
involved.

You reuse the sample
software of the eSignature
DSI and integrate it into
your solution.
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Software Implementations

The European Commission maintains sample software compliant to the
eSignature specifications.

SD-DSS
• The latest releases of SD-DSS can be found at:
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+Reso
urces Source code is located at: https://github.com/esig/dss
• Contributions can be proposed at: https://github.com/esig/dss/pulls
• The artefacts are published on both the CEF Single Web Portal DSS
project page and Maven repository:
https://ec.europa.eu/cefdigital/wiki/display/CEFDIGITAL/eSignature+Reso
urces

DISCLAIMER
These lists are for informational purposes only and the Commission cannot be held
responsible for any use which may be made of the information contained therein.
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CEF services to Service Providers

How can we help you accelerate the deployment of CEF
eSignature?
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CEF services to Service Providers

JIRA Support
Support is provided through JIRA. Questions, issues or feature requests can
be posted on:
https://esig-dss.atlassian.net/projects/DSS

ETSI
Testing interoperability and conformity activities to be run during the
implementation and promotion of the rationalized Framework of Electronic
Signatures.
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Success Stories

26

Success stories

What is e-CODEX
e-CODEX
is a Large Scale Pilot (LSP) that aims to improve cross-border access to justice
and is running until May 2016.

What they do
e-CODEX is connecting national courts or other judicial authorities to support electronic
handling of:
•
•
•

European payment orders
Small claims
Mutual Legal Assistance (MLA)

It enables citizens, legal professionals and companies to electronically file these types of claims
to courts abroad. In the case of MLA information in criminal cases are exchanged cross-border
between public prosecution offices. There have been live transactions since 2013.

Why they use eSignature
The project runs a number of pilots that use eSignature solution to sign documents and to
check their validity.

The Danish Point of Single Contact,

run by the Danish Business Authority, uses
the eSignature solution to let its users sign application forms electronically and to validate the
signed documents it receives.

The French National Agency for Secure Documents (ANTS) has set up the eSignature solution

as an online service for signing documents. As part of the “2D-Doc” projects ANTS
uses the eSignature solution to fight document fraud, streamline administrative procedures and
improve the security of online services.
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Definitions
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Definitions

A Building Block offers basic
capabilities and services that can be
combined with other building blocks or
sector-specific applications to deliver
architectures, solutions and sector-specific
services.

CEF eSignature is a building block

that block helps public administrations and
businesses to accelerate the creation and
verification of electronic signatures.

Source: TOGAF® 9.1 and Regulation (EU) No
283/2014

Interoperability is the ability of

disparate and diverse organisations to
interact towards mutually beneficial and
agreed common goals, involving the
sharing of information and knowledge
between the organisations, through the
business processes they support, by
means of the exchange of data between
their respective ICT systems.
Source: European Interoperability Framework
2.0

e-SENS (Electronic Simple
European Networked Services) is
a large-scale pilot project with the aim of
consolidating, improving, and extending
technical solutions based around the
building block DSIs to foster digital
interaction with public administrations
across the EU.

Regulation (EU) N°910/2014 on eID and
trust services for electronic transactions in
the internal market (eIDAS
Regulation) adopted by the colegislators on 23 July 2014 is a milestone
to provide a predictable regulatory
environment to enable secure and
seamless electronic interactions between
businesses, citizens and public authorities.

A Digital Service Infrastructure
(DSI) enables networked services to be
delivered electronically, typically over the
internet, providing cross-border
interoperable services for citizens,
businesses and/or public authorities.
Source: Regulation (EU) No 283/2014

According to the eIDAS regulation a
Public Administration means a
state, regional or local authority, a body
governed by public law or an association
formed by one or several such authorities
or one or several such bodies governed by
public law, or a private entity mandated by
at least one of those authorities, bodies or
associations to provide public services,
when acting under such a mandate
Source: http://ec.europa.eu/digitalagenda/en/trust-services-and-eid

According to the eIDAS regulation a Trust
Service provider means a natural or a
legal person who provides one or more
trust services either as a qualified or as a
non-qualified trust service provider;
Source: http://ec.europa.eu/digitalagenda/en/trust-services-and-eid

Source: http://ec.europa.eu/digitalagenda/en/trust-services-and-eid
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Visit the catalogue of building blocks on the CEF Digital
Single Web Portal
https://ec.europa.eu/cefdigital

DIGIT
Directorate-General for Informatics

Contact us
CEF-BUILDING-BLOCKS@ec.europa.eu

DG CONNECT
Directorate-General for Communications
Networks, Content and Technology

© European Union, 2015. All rights reserved. Certain parts are licensed under conditions to the EU.
Reproduction is authorized provided the source is acknowledged.
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